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1. Van Doorne at a glance
Main office located in
Amsterdam
Office in London

175

Innovative Lawyers 2015
No. 1 Dutch law firm in the Financial Times
competition 2015 Innovative Lawyers

Top 10 firm
Leading independent Dutch law firm (no.8) representing the
higher end of the commercial market and the public sector

lawyers

with an in-depth knowledge of
the full width of business law

Corporate social responsibility
Pro bono service provision to charitable
institutions and social benefit
organisations

Strong international network
Global reach across all continents
covering more than 115 countries

HOW CAN WE HELP?
Knowledge of your industry
We have the required legal know-how, as
well as knowledge of and experience in your
industry.

Multidisciplinary teams
You will have one partner as your account manager,
who will be your first point of contact, and the best
specialists for the case.

Personal approach
We stand for personal attention to and partnering with our
clients and a no-nonsense business approach and an open way
of working.
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2. News (& risks)

Source: BBC

Source: The Independent

Source: New York Times

Source: Reuters

Source: Washington Post
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3. Key Organizations

Dutch Data Protection Authority
(Autoriteit Persoonsgegevens)
(DDPA) supervises processing of
personal data to ensure compliance
with laws that regulate the use of
personal data
National Cybersecurity Centre
(Nationaal Cyber Security Centrum)
Central information hub and center of
expertise for cybersecurity in the
Netherlands (“NCSC”)

Cybersecurity Council
(Cyber Security Raad)
A national independent strategic
advisory body (“CSC”)
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4.1 Legal Framework
Treaties, Conventions &
Charters

European Legislation

Dutch Legislation

•European Convention for the
protection of human rights and
fundamental freedoms
•Treaty on the Functioning of the
European Union (article 16)
•Convention 108 for the Protection of
Individuals with regard to Automatic
Processing of Personal Data

•Directive 95/46/EC legal framework
for the processing and free movement
of personal data in the private sector
•Directive 2002/58/EC on the
processing of personal data and
protection of privacy in electronic
communications sector (see also
Directive 2006/24/EC)
•Directive 2009/136/EC on service
and users' rights in electronic
communications networks and
services
•Dutch Personal Data Protection Act
(Wet Bescherming Persoonsgegevens)
•Breach Notification Law(Wet
meldplicht datalekken)
•Telecommunications Act (Wet
Telecommunicatie)
•Data Processing and Cybersecurity
Notification Obligation Act (Wet
gegevensverwerking en meldplicht
cybersecurity per 1 jan 2018)

5

4.1 Legal Framework
Regulated Domains

Contracts &
liability
Cybercrime

Security
obligation
s

Reporting
obligation
s
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4.2 New legislation on the horizon

Commission Proposals
• General Data Protection Regulation [COM/2012/011] entered into force on 24 May 2016, but shall
apply from 25 May 2018.
• General Data Protection Directive [COM/2012/010] entered into force on 5 May 2016. EU Member
States have to transpose it into their national law by 6 May 2018.
• Cybersecurity Act [COM/2017/0225] has been announced on 13 September 2017 and will now be
discussed by the European Parliament and the Council.
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4.3 The GDPR
Short and simple.
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4.3 What are the most important new obligations?
More, more en more
Documentation & Accountability
Consent

Sensitive data

Transfer of data

Security, Privacy by Design & Default

One-stop-shop

Information obligations

Data protection officer
New and stronger rights of data subjects
PIA’s
Data processing agreements &
Agreements between controllers

Notification of personal data breach

Fines & Liabilities
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4.3 Security
Appropriate technical and organizational measures

• DPPA guidelines
• DDPA policy rules regarding data
breaches

• Standards and certifications

Van Doorne – 26 september 2017
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4.3 Fines
Extended powers of the DDPA
Fines:
From 25 May 2018 onwards the DDPA can impose fines up
to 20 million or 4 % of the total worldwide annual turnover,
whichever is higher.

Also: proceedings of stakeholders and collective rights
organizations, reputation damage due to bad publicity.

Van Doorne – 29 september 2017
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4.3 Data breaches
What is a data breach?
• A breach of security of personal data;
• resulting in a loss of personal data or unlawful processing of
personal data.

Van Doorne – 26 september 2017
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4.3 Data breaches
Who to notify and when?
DDPA: “without delay” = 72 hours
•

Considerable likelihood of serious adverse effects on the protection of
personal data

•

Web form / fax

Data subjects: “without delay”
•

If the data breach is likely to affect the privacy of the person concerned

•

On website/per e-mail/letter/newspaper or….

•

Exceptions

Keep a log of data breaches
Please note: exceptions / other notification obligations specific
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4.4 Liability for compensation of damages

Damages
• money, trade secrets and
confidential/ personal information
• inaccessible, damaged or
incomplete data

own damages  third-party damages
property/personal damages  financial loss

• production or trading discontinued
• breach of contractual obligations

• (a lot of) costs
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4.4 Liability
Company and boardroom

1. Company

2. Directors

• Default (art. 6:74 DCC)

• Internal Liability (art. 2:9 DCC)

• Wrongful Act
• Art. 6:162 DCC  violation
law
• Art 49 DPA  violation DPA

• External Liability (art. 6:162 or
6:170 DCC)

3. Supervisory
Directors
• Internal Liability (art. 2:9 jo.
2:149/259 DCC)
• External Liability (art. 6:162
DCC)
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4.4 Liability
…and how to prevent liability
Directors should ask themselves questions like:
• do I know how to detect a cyber incident as soon as possible?
• how can we safeguard the continuity of the company in case of a cyber attack?
• can I trust the output of our systems after a cyber attack?
• what will happen to the reputation of our company?
• can we insure de penalties imposed for leaking (personal) information?
• how do I deal with cyber extortion?
• is the protection of the IT systems state of the art?
• how do I communicate with the shareholders and other stakeholders that a cyber incident
has occurred?

• etc.
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IP/IT I
Information Technology

IT contracts come in all shapes and
sizes…
-

Software licenses

-

Service agreements

-

Development of customized software

-

Outsourcing agreements

-

Maintenance/ Service Level Agreements

-

Network/ website hosting

-

Hardware lease/purchase agreements

-

Application Software Providing (ASP) or
Software as a Service (SaaS)
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IP/IT II
Information Technology
Most common
provisions in IT
contracts…

5. Liability

7.
Maintenance/
Service

4. Guarantees

3. Price and
Payment

8. Privacy

2.
Performance/
subject

1. Definitions

6. IP

9. Termination

Contract

10. Competent
court/
applicable Law
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IP/IT III
Information Technology
Be aware of:
•

•

•

Best efforts obligations vs. obligations of result
•

The supplier aims to deliver the software no later than 29 November 2017

•

The supplier will deliver the software no later than 29 November 2017

Conditions that are subject to multiple interpretations
•

‘Good performance’

•

‘User-friendly’

Applicable general terms & conditions
•

In the Netherlands parties are quickly bound by general terms and conditions

•

‘Battle of forms’

•

General terms favourable to suppliers: ‘Nederland ICT’ general terms and conditions

•

General terms favourable to purchasers/customers: BIZA general terms and
conditions
19

IP/IT IV
Intellectual Property
•

Is know-how adequately protected?
•

•

NDA’s?

Registered intellectual property rights include:

•

Special IP rights? See database

•

Overview IP rights
•

Contracts self-employed workers without employees, employment contracts, contracts
managers/directors

•

Encumbered IP rights?

•

Domain names?
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6.1 Governance
Legal Considerations
1. Has a recovery plan been prepared for situations in which critical information
leakage occurs or essential systems are unavailable?
2. Has the company arranged for sufficient cyber security insurance?
3. Is there an overview of all relevant agreements relating to IT and have these
agreements been checked for topics such as: duration, termination, division of
roles concerning responsibility, liability risks, communication and governance,
applicable law and competent court?
4. Discuss cyber security during management meetings to assess whether cyber
security is sufficiently prioritized at board level.
5. Who are the experts within the company or are the experts external?
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6.2 Cyber Risk Insurance
• A variety of insurances against
cyber risks
• Typically: coverage of damage to
digital assets, interruption of
business and possibly
reputational damage
• Also important: coverage for the
costs of notifying affected
customers, IT defensive services,
forensic investigation, legal advice
and assistance or public relation
services
• Helps companies to prevent cyber
security breaches
• Beware of coverage overlap

• Advice from broker
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7 Prevention?
Of course, prevention is better than a cure.

But in an unfortunate situation, always try to limit the damages where possible.

How?
• Stop a detected cyber incident and/or its effects ASAP;
• Have a plan of action ready (including external and internal communication
schemes);

• Limit damages where possible;
• Call your lawyer!
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Questions?

Please feel free!
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Martine Höfelt
Advocaat, Counsel
t +31 (0)20 6789495
m +31 (0)6 11388536
Hofelt@vandoorne.com
Chris in ‘t Veld
Advocaat
t +31 (0)20 6789297
m +31 (0)6 29591845
Veld@vandoorne.com
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AMSTERDAM
Van Doorne N.V.
Jachthavenweg 121
1081 KM Amsterdam
Po stbus 75265
1070 AG Amsterdam
t +31 (0)20 6789 123
info@vandoorne.com
www.vandoorne.com

LONDEN
Van Doorne UK B.V.
125 Old Broad Street
London EC2N 1AR
United Kingdom

SAMENWERKINGSVERBAND MET
VANEPS KUNNEMAN VANDOORNE

t +44 20 7073 0465
london@vandoorne.com
www.vandoorne.com

info@ekvandoorne.com
www.ekvandoorne.com

ARUBA I BONAIRE I CURACAO I ST. MAARTEN
DUTCH CARIBBEAN DESK (AMSTERDAM)

